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hifting from “AI assistant” toward a secure
operational execution platform.
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Study

) ‘ I l )

Focus

Limitation

ScriptSmith Bash generation + refinement No secure execution
NL—Bash LLM Study | Functional correctness evaluation No deployment platform
LLM-as-a-Judge Validation/refinement Relies on LLM judgment

Shell-GPT

Real-world command assistant

No execution safety
enforcement



RESEARGH GAP
Existing solutions provide:

» Audit logging

e Al assistance e Safe cron automation
* Bash generation * Deterministic validation
e Command refinement  Authenticated execution

 SSH multi-host orchestration

Then: ShellSentry addresses these gaps
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DEVELOPMENT METHODOLOGY

1. Requirements

Gather and analyze requirements,
gafine scope and documeant needs.

2. System Design Reason:

Design architecture, data model,
modules and system componants,

Structured

3. Implementation

<>

Develop and integrate components
and buld the system.

academic

4, Testing

Test the system for defects and

verily it mests requirements deve lOpment

5. Finalisation

e -
—_— Finalize documentation, deplioy
soxd deliver the solution
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6 REQUIREMENT COLLEGTION

Interviews with 2 cybersecurity specialist

Key findings:

\ 4

* Read-only by default

 Validation is mandatory
 Auditability required

* Least privilege

* Unsafe LLM output cannot be trusted
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FUNGTIONAL REQUIREMENTS
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OYSTEM ARGHITEGTURE

s N
@ Built-in safe actions

~

User sends
request

Request
received

cron / archive
request

@ Web app & API
POST /api/execute

@ Security check

unsafe input & policy

»| (

Script archive
list - re-run + explain

Input is
safe h
520 Intent routing J

User / browser
Dashboard

l normal task
A

Natural language — Bash path

Managed cron only

list «+ schedule

(o — —)

= Examples
—t
= retrieved % @

>

—

Optional examples
retrieval RAG

Al generates
Bash command

) "

Command validation

whitelist - blacklist -
read-only

=

Show results
and summary

Validated
4 command

SSH executor

parallel remote run

¢ Results collected

G — — -

<

Run command on

remote servers

Execute safe
action

.

e

Results & optional

Request info

plain-language summary

=7 Audit log
ExecutionLog

Command output

received

Execution details

logged

>

Remote Linux servers

one or many
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EXECUTION PROTOGOL

Authenticated User

g Natural Language Input

Security Validation

Intent Routing

&
:& Host Context + RAG

@ LLM Command Generation
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SYSTEM DEMONSTRATION




Component Technology
Frontend Jinja/HTML/CSS/JS
Backend Flask
Authentication Flask-Login
Database SQLite
SSH Paramiko
AI model llama-3.1-8b-instant / llama-3.3-70b versatile
RAG Sentence Transformers + FAISS




FUNGTIONAL TESTING RESULTS

Test
Authentication
NL—Bash
Multi-host execution

Archive scripts

Safe scheduling via Cron
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SEGURITY TESTING RESULTS

Security Test Result

SQL Injection Pass
Prompt Injection Pass
Unsafe Command Blocked

Root Execution Blocked

Cron Deletion Blocked

SSH Credential Failure Handled
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PERFORMANGE RESULTS




Feature ShellSentry Shell-GPT

Bash generation Yes Yes

ch P"HIS““ Validation Yes Limited
WITH Shell-GPT

ShellSentry focuses on Multi-host Yes No

SSH execution Yes No

secure execution, not
just generation Audit logging Yes No

Safe scheduling via Cron Yes No
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THANK YOU FOR YOUR ATTENTION

We sincerely appreciate your time, interest, and

support throughout our presentation.

(apsllallcyf ) 2aadl o 681585 1375)
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Embedding Generation
(sentence-transformers)

Q FAISS Similarity Search
(!7 Top-k Trusted Bash Examples

E Combine with:
0 e User prompt

RETRIEVAL AUGMENTED
GENERATION PIPELINE

e Host context

“ LLM Prompt

I ol I Generated Bash Command
Extras




g Blacklist Check?

Q Whitelist Check?

DETERMINISTIC
COMMAND VALIDATION

Restricted Pattern
Detected?

Read-Only
a Enforcement —
Passed?

%) Root Execution
@Y Check Passed?

O~ n
—=0= Normalize Command
+

Extras




SYSTEM
CONFIGURATION
CONTROIS

. environment variables

*» no hardcoded secrets

 least privilege

Setting
READ_ONLY_EXECUTION
ALLOW_ROOT_EXECUTION
SSH authentication
REMOTE_SERVERS

SERVER_CREDENTIALS

LLM provider

Default

TRUE

FALSE

Password / Key / Agent

Configurable

Per-host supported

Configurable

Extras



OYSTEM INTERFAGE

= | ShellSentry

LLM-TO-8ASH - SECURE

ey H '

= Signin

Use your account to open the command
dashboard

Welcomeback, operator. Usemame

dalhayk

Run natural-language requests across your servers with policy

checks, SSH exacution, and a clear audit trail—without leaving

this console
LLM-to-bash with validation before anything runs remotealy
- Continue to dashboard -

Multi-host execution with per-serves results you can trust

Session-based access—your credentials stay on your terms

New here?

~SHNOUBGE COTITEnd BascUlion

Extras




OYSTEM INTERFAGE

= ShellSentry . WELCOME BACK "
™ ] LLM-TO-BASH - SECURE . dalhayki L Logout

- New request

Natural lanquaqe in « validated Bash out « results per server

What should the servers do?

Write a lull sentence, ShellSentry maps it to & single siepected comenand
Target servers OPTIONAL

192.168.1.10, web-01.internal, dbexample.com
Leave empay Lo use avery hast rom your contig. Separate with commas.

Y

47 Run on servers

Extras




OYSTEM INTERFAGE

LAM-TO-8ASH - SECURE

» | ShellSentry

[ Logout
Summary, Al explanation, and raw output from each host.

YOUR REQUEST
Show active connections on the server

GENERATED COMMAND

netstat -nlutp

Dl e
S cecaee=="

What happened

Plain-language summary

You asked: "Show active connections on the server™. We tried 3 computers: 1 went fine and 2 had a problem. 192.168.56.102: The computer did
not answer in time, It may be busy or unreachable. 192.168.56,104: The computer did not answer in time. It may be busy or unreachable,

Explanation of the report

Al walkthrough of hosts, command, and output

Technical report

Full ShellSentry exacution log

Extras



OYSTEM INTERFAGE

LAM - TO RASH StCUNRS

> | ShellSentry - 3 ' :;;::i‘i BACH [ Logout

Explanation of the report

Al walthrough of hosts, command, and outpt

The user asked to show active connections on the server. To do this, a2 command called ‘netstat” was run on three remote machines: 192.16856.101,
192.168 56102, and 192,168.56.104

“*What happened on each computer:**

On 192168 56,101, the command was successiul, This means that the command was able 10 run andd show the active connections on the server. The output

shows a kst of active connections, including the protocol (like TCP or UDP), the local and foresgn addresses, and the state of the connection (ke LISTEN or
ESTABLISHED).
- On 192.168.56.102, the command faled. This means that the command was unable to run on this server, The emor message says that the server is
unreachable, which means that the connection to the server timed out. This could be because the server is offline, a firewall is blocking the connection, or the
SSH service s not running.

On 192.168.56.104, the command also falled for the same reason as 192.168.56,102 - the server is unreachable,

““important facts**

- The server 192.168.56,101 has multiple active connections, including some on port 5432 and some on port 14001.
- The servers 192.168.56.102 and 192.168.56.104 are unreachable, which means that the connection to these servers timed out.

““What went wrong:**

The servers 192.168.56.102 and 192.168.56.104 are unreachable, which means that the command was unable to run on these servers.

Extras




OYSTEM INTERFAGE

IM - TO -Au'ary-rcnu ["lw

Technical report

Full SholiSentry execumaon log

® 09 oxecution repart. txt
mhelinel prrewy e

ASTivVe Intornct commections (only sexwers)

Prote Rocv~0 Scaa~0 Local Adaress Foroign Aoaxcas Etate FID/Program namc

g O 0N, y.0:5432 N.0.0.0:* o) SN

tcp J U.1:237060 U.0.9ze LISTER
Lazp a 14012 3.0.0.0:" Fod SP00N
tcp J U:14011 .00 U LIisTEm
top ¢ v:iqv0a L0z LIST
Lasg { B.0.0.0:14002 L0 0z Lod BN
tep L.0,0:19009 N0, 020 LISTER
(T 4 0.80:158 0.0 0% Fol 2N
ecp L0.0.54:53 W0 Uz LISTES
Tcpd ¢ @ :::5102 333Y LISTES

- (oulpul continues; Crunceiesd becs)

I192.168.56.102 FALLED {axit -1)
Error: Connection timeout: 192.140.56.102 iz unrcachable
stilout: 0 liomds), stderr: 1 linais)

DL

Secver 192.140 546,100 is unreachable on port 22 within 5a. The hoat may be offline, a firowall may be blocking 88N, or the BOM

serh o 1o e svmnl s
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